Comparative Evaluation of Legal Mechanisms in Iran and the

European Union in Addressing Deepfake Pornography

Abstract

The emergence of deepfake technology, particularly in the
form of digital pornography, poses serious threats to privacy
and human dignity in the online environment. Produced
through artificial intelligence and deep learning techniques, this
phenomenon inflicts substantial psychological and social harm
on victims. Accordingly, addressing such content, particularly
from a legal perspective, requires the development of effective
legislative and enforcement mechanisms. This article
undertakes a comparative analysis of the legal frameworks of
Iran and the European Union for combating deepfake
pornography. Using a descriptive and analytical method, and
drawing on library sources and reputable scholarly articles, the
study examines the existing laws in Iran and the European
Union in terms of their responses to deepfake related
challenges. Within the Iranian legal system, provisions such as
Article 14 of the Computer Crimes Act and Article 16 of the
same statute, particularly with respect to defamation through
alteration of digital content, address this threat. In the European
Union, the Artificial Intelligence Act and the Digital Services
Act establish frameworks for the removal of illegal content and
the liability of platforms. The findings indicate that in Iran,
despite existing regulations, challenges persist, including the
lack of clear criteria for reputational harm and insufficient
technical infrastructure for detecting deepfakes. In the
European Union, although the legal frameworks are
comparatively more comprehensive in relation to content
removal and platform responsibility, issues such as technical
divergences in detection and the transnational enforcement of
rules remain. Finally, the study analyzes how combining the
legal capacities of Iran and the European Union can generate
innovative solutions for the evolution of legislative
mechanisms to counter deepfakes in Iran, and on this basis, the
Union’s framework, relying concurrently on the Artificial



Intelligence Act, the Digital Services Act, and the General Data
Protection Regulation, outlines an integrated scheme for the
regulation of illegal content and the reinforcement of victim
protection. Through mechanisms of transparency, labeling, and
on platform reporting, this scheme promotes platform
accountability and responsiveness, although its implementation
faces cross border and technical challenges. In Iran, criminal
categories addressing obscene and manipulated content provide
initial coverage, yet practical effectiveness remains limited due
to conceptual ambiguity and the absence of clear criteria for
identifying  deepfakes.  Deficiencies - in  enforcement
mechanisms and limited technical capacity for detection hinder
the effectiveness of legal responses, underscoring the need to
strengthen infrastructure and  specialized institutions.
Optimizing the national response requires revising and
adopting context sensitive rules aligned with the European
Union approach, with a focus on content governance and victim
support. The development of diagnostic tools, the education
and empowerment of law enforcement and judges, and the
drafting of protocols for the preservation of digital evidence
provide the operational foundation for this transformation.
Advancing this trajectory becomes feasible and measurable
through a time bound roadmap, the designation of a single
coordinating authority, and periodic regulatory impact
assessments.

Keywords:Pornography,Deepfake, Artificial
Intelligence, Artificial Intelligence Law, Privacy, Human
Dignity.
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