Brain Reading Technologies and the Violation of Mental
Privacy: A Comparative Study of Legal Protections in Iran

Abstract

and the European Convention on Human Rights

One of the emerging issues at the intersection of neuroscience
and criminal law is the use of brain-reading technologies to
discover the truth, detect lies, assess criminal responsibility, or
predict the risk of recidivism. These technologies, which have so
far been used to a limited extent and primarily with individual
consent in judicial proceedings in some European countries such
as ltaly, the Netherlands, and the United Kingdom, raise a
fundamental question; Does compulsory and non-consensual use
of such tools conflict with fundamental human rights, including
the right to mental privacy?

In Western legal systems, some ethicists and jurists, to counter
these threats, have proposed recognizing a new right termed
"mental privacy." However, more cautious viewpoints suggest
that this domain can be interpreted and developed within the
framework of existing rights, such as the right to privacy, human
dignity, and the right to silence, negating the need for creating a
separate and independent right.

This article, which adopts an analytical-descriptive method
and focuses on the Iranian legal system while also studying the
European Convention on Human Rights, seeks to determine
whether the existing legal structure — particularly the principles of
the Constitution, Criminal Procedure Laws, and legal foundations
— possesses the necessary capacity to protect mental privacy and
counter the improper applications of neuroimaging technologies.
In case legal gaps are identified, it examines what legislative or
interpretive approaches should be adopted.

The findings of the research indicate that although existing
law in Iran can to some extent protect freedom of thought, the
right to silence, and human dignity, these protections are
insufficient to address the unique challenges posed by neural



data. Therefore, the compulsory use of brain-reading
technologies could be considered an instance of probing into
thoughts and a violation of mental privacy. Consequently, the
explicit recognition and legislation of the "right to mental
privacy" in the Iranian legal system, inspired by the experience
of countries such as Chile and France, is deemed necessary.
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