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A Comparative Study on the Capability of Reliance on Consumer
Protection Law for the Safeguarding of Personal Data in the Legal Systems
of the United States, the European Union, and lran

Abstract

With the rapid expansion of the digital environment and the significant growth in the collection,
storage, and processing of personal data within commercial and economic activities, the legal protection
of individuals’ data has emerged as one of the fundamental challenges and concerns of contemporary
legal systems. In response to these developments, a considerable number of legal systems, at both
national and supranational levels, have adopted and enacted specific rules and autonomous legal
regimes dedicated to the protection of personal data. Nevertheless, an exclusive focus on these
specialized regimes should not lead to the neglect of the capacities and functions of other branches of
law, particularly consumer protection law, which has traditionally aimed at correcting imbalances of
power between contracting parties and safeguarding the weaker party to the legal relationship. Given
that a substantial portion of personal data processing takes place within the framework of relationships
between consumers and providers of digital goods and services, a fundamental question arises as to
what is the role of consumer protection law can, alongside specialized data protection regimes, operate
as a complementary mechanism for the more effective protection of the rights of data subjects? This
study adopts an analytical-descriptive methodology and draws upon library-based and digital sources.
Through a comparative analysis of three legal systems—Iran, the United States of America, and the
European Union—it examines the feasibility of leveraging the capacities of consumer protection law to
enhance the protection of personal data. The findings indicate that, although consumer protection law
cannot serve as a substitute for specialized data protection regimes, it may nonetheless play a
meaningful and complementary role in preventing unfair commercial practices rooted in the abuse of
dominant power, ensuring compliance with transparency and information disclosure requirements, and
constraining unfair contractual terms related to the processing of personal data.

Keywords: Consumer Protection law, Personal Data, Privacy, Unfair Terms.
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laws, regulations and administrative provisions of the Member States concerning liability for defective products
Accompanying the document Report from the Commission to the European Parliament, the Council and the European
Economic and Social Committee on the Application of the Council Directive on the approximation of the laws, regulations,
and administrative provisions of the Member States concerning liability for defective products (85/374/EEC). SWD 157 fnal,
p 61.

3 European Commission. (2022). Proposal for a Directive of the European Parliament and of the Council on liability for
defective products. COM 495 fnal, p 1.

4 European Commission, (2022), Public consultation on the ftness check of EU consumer law on digital fairness.
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(https://www.tribunajuridica.eu/arhiva/An11v1/1.Elvira%20Mendez%20Pinedo.pdf?utm_source=chatgpt.com).

3 VB and others v BNP Paribas Personal Finance SA (joined cases C-776/19 to C-782/19) ECLI:EU:C: 2021:470.

4 Directive (EU) 2019/771 of the European Parliament and of the Council of 20 May 2019 on certain aspects concerning

contracts for the sale of goods, amending Regulation (EU) 2017/2394 and Directive 2009/22/EC, and repealing Directive
1999/44/EC.
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