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A Comparative Analysis of Criminal Dimensions and Biosecurity Strategies in
Addressing Bioterrorism in Iran, Malaysia, and Pakistan

Abstract

The rapid development of biotechnology and the accessibility of pathogenic agents
have transformed bioterrorism into an emerging threat to national security, public
health, and social stability. This study examines the criminal law dimensions and
biosecurity strategies adopted in Iran, Malaysia, and Pakistan to prevent, control,
and respond to bioterrorism. Using a descriptive-analytical method and a
comparative approach, the research evaluates criminal legislation, biosecurity
regulations, policies, strategic programs, institutional arrangements, and
international obligations in the three legal systems. It also analyzes the relationship
between criminal policy, preventive mechanisms, public health governance, and
crisis management. Particular attention is given to evidentiary challenges, the
determination of criminal intent, attribution of responsibility, and the legal
distinction between naturally occurring disease outbreaks, accidental biological
incidents, and deliberate biological attacks. The findings show that all three
countries rely on a combination of criminal sanctions, preventive regulation,
administrative supervision, and emergency-response mechanisms, although their
approaches differ. In Iran, the principal framework is based on general criminal
provisions concerning offenses against public security and public health, together
with passive defense policies and interinstitutional health measures. Malaysia has
developed a process-oriented model that emphasizes the control of biological agents,
regulation of dual-use goods, laboratory biosafety and biosecurity, licensing
systems, and multilevel crisis management. Pakistan has focused on export-control
measures, biosafety guidelines, public health preparedness, and the alignment of
domestic legislation with international non-proliferation obligations. Nevertheless,
each system continues to face legislative, institutional, and operational
shortcomings, including the absence of a precise and autonomous definition of
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bioterrorism, fragmented institutional responsibilities, and limited coordination
between security, judicial, scientific, and health authorities. The comparative
analysis concludes that an effective response to bioterrorism requires clear
criminalization of both completed and preparatory conduct, reliable forensic and
epidemiological evidence, stronger laboratory oversight, integrated public health
surveillance, coordinated institutional governance, and international cooperation. A
comprehensive legal framework should therefore connect criminal justice, health
security, scientific regulation, and preventive risk management within a unified
national biosecurity strategy.
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